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'EXPLANATORY MEMORANDUM

L "BACKGROUND'

. Open networks such as the lnternet are of increasing- 1mportance for world-wrde
communication. They offer the possibility of interactive communication between. partles
‘who may not have pre-established relationships. They offer new business opportunltles
by creating tools to strengthen productivity and reduce costs, as well as new methods of
reaching customers. Networks are being explorted by companies that wish to take -
advantage of new ways of doing business and new ‘means of working, such as telework

“and shared virtual environments. Government departments are also using these networks
in their intéractions w1th companies and with citizens. Electronic commerce presents the
European Union wrth an excellent opportunrty to advance its economlc mtegratron
In order to make best use of these opport_unrtres,‘ a_secure environment ‘with respect to
electronic authentication is rieeded. Several different methods exist to sign-documents

- electronically varying from very srmple methods (e.g: inserting a scanned image of a

- hand-written signature in a word processing document) to very advanced methods ’

(e.g. digital signatures using “public key cryptography”). Electronic srgnatures allow the

recipient. of electronically sent data to verify the origin of the data (aurhenncatmn oj'_}

_data source) and to check that the data are complete -and unchanged and thereby

safeguard their mtegrrty (mtegrzty of data). .

A Venﬁcatron of the authentrcrty and integrity of data does not necessarrly prove the

identity of the srgnatory who creates the electromc signatures. For instance, how does the -

. recipient of a message know that the sender 1 is really -the one he claims to be? ‘The
recipient may therefore w1sh to obtain more. reliable 1nformat10n on the identity. of the
signatory. Such.information can be’ given by the srgnatory hrmself 1ssu1ng the recipient
with satistactory ‘proof. Another way-is to have it confirmed by a third party (e.g. a person

“or institution mutually trusted by both partres) In the context of thrs Drrectlve these :
third parties are called certrf catzon serwce provzders : Coe

“In its Commumcatron on “A European lmtratrve in Electromc Commerce"’ of
16 April 1997 directed to the European Parlrament the - Councrl ‘the Economic and
-Social Committee and the. Committee of the. Regrons the. Commrssron recogmzed drgrtal

. signatures as an essentral tool for providing securrty and developing. trust on. open

networks. The Bonn Ministerial Declaratlon2 also 1dent1ﬁed the need for drgltal:'
srgnatures asa key 1ssue for electromc commerce - :

As a first step, the Commrssron presented a Commumcatron on “Ensurmg Securrty and :
Trust in . Electronic. Commumcatlon - Towards a European “framework  for -
Digital Signatures and Encryption™, to the European Parlrament ‘the Council, -the
~Economic and Social Committee and the- Comnittee of the Regions, whrch outlined the
need for.a coherent approach in this field. On 1 December 1997, the:Council welcomed
the Communication and invited' the Commrssron to submit a. proposal for a
: European Parliament and Councrl Drrectrve on drgrtal srgnatures as soon -as, possrble "

- ‘COM(97)|S7 final, 16.4.1997.

European Ministerial Conference Globa] Informauon Networks Reahzmg the Potential’ Bonn ‘
. 6-8 July 1997, : : -
3 COM(97) 503 final, 8.10.1997.



Following the publication of the Communication and as a result of meetings
with Member States, with representatives of the private sector, notably the
European cryptography industry, and of the Copenhagen international expert hearing?, the
Commission received input from the various parties involved. The followmg conclusions
can be drawn from the mformatlon collected

1.

The i mcreasmg leglslanve activity in this area in several Member States emphasize
the urgent need for a harmonized legal framework at the European level so as to
avoid the development of serious obstacles to the functioning of the
Internal Market :

While there is much discussion and work on digital signature technologies which

.employ pubhc-key cryptography, a Directive at the European level should be

technology-neutral and should not focus only on these kinds of signatures. Since a
variety of authentication mechanisms is expected to develop, the scope of this
Directive should be broad enough to cover a spectrum of “electronic signatures”,
which would include digital signatures based on public-key cryptography as well
as other means of authenticating data. :

In order to ensure the functioning of the Internal Market and to support the rapid
development of the market in terms of user demand and technological innovation,
prior authorization has to be avoided. As a means to gain the confidence of
consumers, voluntary accreditation schemes for certification service provider
aiming at providing enhanced levels of security is considered to be useful. As far
as such measures are required by the market, they could give a clearer or more
predlctable level of legal securlty for both the certrﬁcatton service provrder and
the consumer. :

Electronic 51gnatures used within closed groups for example where contractual
relationships already exist, should not automatically fall within the scope of this
Directive. Contractual freedom should prevall in such a context

Ensuring legal recog,mtron -in partrcular across borders of electronic signatures .
and of certification services is regarded as the most. important. issue in this area.
This involves clarifying the essential requ1rements for certlﬁcatlon service
prov1ders mcludmg their llablllty : ' '

lndustry is supposed to take ‘the lead w1th standardlzatlon bodles in developing
internationally agreed standards for electromc 51gnatures These standards should
focus on establishing an’ open environment for mteroperable products and
services. The role of the Commission will be to support this process

At the international level many activities and dlSCl.lSSlOIlS are underway The
United Nations Commission on International Trade . Law (UNCITRAL) has

~ adopted a Mode!l Law on Electronic Commerce and has initiated subsequent work -

aimed at the preparatlon of uniform rules on digital signatures. The
Organization for Economic Cooperation and Development (OECD) also has
work underway in this area, following upon its 1997 Guidelines for Cryptography
Policy. Other international organizations, including the World Trade Organization
(WTO), have also become involved in related - issues. These :ongoing
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International Hearing, Copcnlmgzen, 23-24 April I_‘)98.
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developments should be taken into account 1n the 1mplementat1on of a legal
N framework at the European level. '

1L NEED FOR HARMONIZATION

Several Member States have already started detalled leglslatwe -initiatives related to.

electromc srgnatures

~

Mem‘berv State,: )

Status of legislative initiatives .

Austria

Preparatory work

- Belgium

'Telecommumcatlons law: voluntary prror declarat1on scheme for

service prov1ders

'Draftmg of law on certlﬁcatlon services related to drgltal 51gnatures

Drafting of law amendlng the C1v11 Code w1th regard to electromc
evidence; S =

Drafting of law on the use of dlgltal srgnatures in soc1al secunty and|
public health. - :

* Denmark -

Drafting of law. on the secure -and efficient use : of

~ digital communications. -

France - . -

' Telecommumcatlon Law (Authorrzatlon and. Exemptlon Decrees):
~.=> supply ‘of electromc srgnature “products and servrces subject to

information procedure;’

| = use, 1mport and export. of electronlc 51gnature products and

serv1ces free

. Leglslatlon concernmg the use of dlgrtal s1gnatures 1n socral secunty

and publlc health

Finland

, 'Draftmg of law on the electromc exchange of mformatlon in
_ ,admrmstratlon and admmlstratlve Jud1c1al procedures

_-'Draftmg of law on the status of the Populatlon Reglster Centre as
_provider of certification services. - A :

--Dlgltal srgnature law and ordmance 1n place cond1t1ons under‘
* which dxgrtal s1gnatures are deemed secure voluntary accredrtatlon :
-of service provrders ' : o e

o_ Drafting of catalogue of surtable securrty measures

Public - consultation’ on’ legal ‘aspects of drgrtal 51gnatures and

_dlgrtally signed electromc documents currently ongoing. -

ltaly

General law, on. the. reform of the publlc servrcc and administrative

- simplification iin place prmcrple of. legal recogmtlon of electromc
- documents; . .

Decree on’ creatlon archwmg and transmrssron of electromc

- documents and contracts S ,
- Decree on requrrements on products and servrces under preparatlon

Decree on the fiscal obhgatrons arlsmg from electromc documents :
under preparatron - '




Netherlands |e . Voluntary accreditation scheme for service providers in prepa.ratlon

Taxation = law  providing for the electronic  filing of
income statements;

e Draft law amendmg the Civil Code under preparatlon

Spain e Circulars of the customs department on the use of electromc
signatures; :

e Resolution in the field of social securlty rcgulatmg the use of

- " electronic means; -

e Laws and circulars in the field of mortgag,es taxation, financial
. services and reglstratlon of enterprlses allowmg the use of electromc

- procedures; :

o Budget Law 1998 mandatmg the Mmt to act as a cemﬁcatlon

| - service provider. -: , ,

Sweden Preparatory work.

United o Drafting of legislati{)n concerning the voluntary licensing of|
Kingdom . certification service prov1ders and the legal recognition of electromc ‘
signatures. :

The overview shows that the different initiatives in the Member States lead to a divergent

legal situation. Although Member States seem to focus on the same issues, in particular

the requirements on service providers and products, the condition under which electronic -
signatures will have legal effect, and the structure of accreditation schemes, it becomes

apparent that the relevant regulations, or the lack of them, will be different to the extent

that the functioning of the Internal Market in the field of electronic signatures is going to

be endangered. Divergent rules concerning the legal effect attributed to electronic

signature are particularly detrimental to the further development of electronic commerce

and, for this reason, to economic growth and employment-in the Community. Further

uncertainty results from different liability rules and the risk .of uncertain jurisdiction

concerning liability where services are pro'vided among different Member States. Tt also -
seems likely that Member States will set up dlfferent techmcal conditions under Wthh :

electromc 51gnatures will be presumed secure. :

- This diverging situation could create a serious barrier to communication and business via
open networks throughout the European Community, by inhibiting the free use and
supply of electronic signature-related services, as well as limiting the development of
new economic activities linked to electromc commerce. The objectlve pursued by the
attached proposal for a Directive is to remove obstacles, in particular - differences
concerning the legal recognition of electronic sxgnatures and restrictions on the free
. movement of certification services.and products between the Member States. Given the -
objectives pursued, the responsibility for the planned measure falls under the exclusive
competence o” the Community. The proposal for a Directive aims at "enabling" the use of
electronic sigr-atures within an area without internal frontiers by focusing on the essentlal
requirements for certification services and leaves detailed implementation provisions to
the Member States. It is consistent with the Commission's legislative policy with regard.
to subsidiarity, proportionality and legislative simplification necessary.



Therefore the ‘Commission proposes Artrcles 57(2) 66 and lOOA as the legal basrs for

the present proposal For reasons .of proportlonalrty, the Commrssxon consrders a
Drrectrve to, be the approprrate form of a. legal mstrument BRI

111_.-.“

1.

" 'srgnatures In these areas there 1s no evrdent need for regulatlon

_AIMANDSCOPEOFTHEDIRECTIVE S

ThlS Drrectlve aims at ensurmg the proper functlonmg of the Internal Market in =
the field of electronic: srgnatures by creating -a harmonized and appropriate legal

- framework for the use of electronic . 81gnatures within the - Commumty and |
-establishing a set of criteria whrch form the ba51s for legal recogmtlon of N
" electromc 51gnatures :

Global electromc communication and ' commerce are dependent upon the

- progressive adaptation of international and domestic laws to the rapidly evolving
" technological infrastructure. ‘Although in ‘many situations analogies to existing -

rules could- provide. satisfactory solutions; ‘certain adaptatrons to these existing
laws in the light of new technologres may be. required. in' order to avoid
inappropriate and undesirable effects. Although drgltal 51gnatures produced using-
cryptographlc techniques are currently regarded as an important type of electromc

. signature, a European regulatory framework must be flexible enough to cover..

other techmques that may be used to. prov1de authent1cat1on

There are obvious apphcatrons of electromc s1gnature technology in closed” "

. environments, e.g. a company’s local-area network, or a bank system. Certlﬁcates
. and electronic signatures are also used for authorization purposes, e.g. to access a |

private account.- Within the constraints of natlonal law the principle of
contractual freedom’ enables. contracting parties to agree among themselves the
terms ‘and condmons under which they do busmess e.L. accept electromc __

leen the range of serv1ces and the1r p0551b1e appllcat1on certlﬁcatlon servrce

' provrders should be allowed to offer their services: without being requlred to N

obtain prior authorlzatlon Service provrders however ‘may wish’ to ‘beriefit from

- the legal val1d1ty of the assoc1ated electromc s1gnatures by means of voluntary .

_ accreditation schemes linked to common requlrements Accredrtatmn should be

B regarded as a public service offered for certification “service provrders whlch .
“would like to provide. hlgh level services. This" should by no means 1mply that a
-non- accred1ted service is automatlcally less secure _

A certrﬁcatron service provnder may oller a wrde rang,c ol servrces The present .

- Directive focuses partrcularly on certrﬁcatron services . in -connection ‘with-
"+ electronic signatures. Certrﬁcates can’ be used. for a‘vanety of" functrons and can
contain different pieces of mformauon The mformat1on can mclude conventronal o

identifiers such as hame, address; regrstratron number or socral secunty number _

VAT or tax 1dent1ﬁcatlon number, -or specrﬁc attrlbutes of the signatory for .
instance, their authorlty to act on behalf of a company, their credit worthmess ‘the
; exrstence of payment guarantees, or the holdmg of specrﬁc perm1ts or licenses. As

a consequence, a variety of certificates _are envrsaged for a” ranige of uses.
However, a legal framework is mamly needed for cemhcates to enable. the
authentrcanon of the " electronic signature of a 51gn1ng mdrvrdual The . present -

~ Directive therefore .focuses on_the functron ‘of a cert1ﬁcate (called ‘qualified
~certificate™) as a lmkage to the crvrl 1dent1ty or the role of a person Lo o



‘The legal effects manifested by electronic signatures are a key element in an open
but trustworthy system for electronic signatures. The application of the present
. Directive shall also contribute to- a harmomzed legal framework within the
- Community by ensuring that an electromc signature should not be denied legal
. validity, effect or enforcement solely on the grounds that it is in the form of
electronic data, not based upon a quahﬁed certificate or upon a certificate issued
by an accredited certification service provider, and that electronic signatures ', s v
-should be legally recognized in the same manner as hand written signatures.
Moreover, national evidence schemes should be opened up and recogmze the use
of electromc s1gnatures -

The legal recognltion of electronic signatures should be based upon objecﬁ\"e
transparent, non-discriminatory and proportlonal criteria and not to be linked: to

" any authorization or accreditation of the service provider involved. Common-
" requirements for certification service providers would support the cross-border

recognition of signatures and certificates within the European Community. The
requirement catalogue shall be applicable for certification service prov1ders

- independent of the accreditation model of the individual Member State. Since the
future technological or market development might demand -adaptations, the
requlrements may need to be revised from time to time. The Commission may -
propose rev:sed sets of requu'ements on the bas1s of adv1ce received in the future o C '

Common hablhty rules would support thé trust- bu1ldmg process for both L
- “consumers and business that rely on the certificates, and- service prowders, and
thus would promote the broad acceptance of electromc sngnatures :

' Cooperatlve mechamsms Wthh would support the cross-border recogmtton of
signatures and certificates with third countrles are 1mportant to the development
of international electronic commerce. In partlcular enablmg certification service
 providers within the Commumty 16 vouch- for ‘third- -country certlﬁcates to the
- same extent as they guarantee for :their-, “own certlﬁcates could fac1htate
cross-border servxces ma s1mple but efﬁcxent way PRI I
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Proposal for a
EUROPEAN PARLIAMENT AND COUNCIL DIRECTIVE

ona common framework for electromc srgnatures

‘ (Text‘wit_hv EEA relevance)

7

THE EUROPEAN = PARLIAMENT AND THE COUNCIL' OF  THE

EUROPEAN UNION

Havrng regard to the Treaty establrshrng ‘the European Cornmumty, and in partrcular' ’

i Artrcle 57(2) and Artlcles 66 and 100A thereof

RN

. Havmg regard to the proposal from ,the Commrssron5 .

Havmg regard to the oprmon of the Economrc and Socral Commrttee"

' Havmg regard to the opmlon of the Commlttee of the Regtons7 '

Actmg in accordance with the procedure lard down in Artrcle 189b of the Treatys

(1). . Whereason 16 Aprrl 1997 the Commlssron presented to the European Parlrament.
’ the Council, the Economlc and Soc1al Commrttee and "the - Commrttee of the
Reglon a Commumcatron on an European Imtratlve in Electromc Commerce9

@)y 'Whereas ’ 8 October 1997 the , Commrssron ‘ presented .L to the

European Pa.rlrament the Council, the. Economrc and Social Committee and the.
Committee of the Reglons a Commumcatron on Ensurmg secunty and trust in
electronic commumcatron Towards a European framework for dlgrtal srgnatures
and encryptlon'° D : R S o

(3‘) r Whereas on 1 December 1997 the Councrl 1nv1ted the Commrssron to submrt as
soon as possrble a proposal for a Drrectrve of the European Parhament and the '
Council on dlgrtal srgnatures ST T -

(4)  Whereas electronic commumcatron” and’ commerce nccessnate electromc '
signatures ‘and related services- allowing data authentrcatron whereas divergent

" rules with respect to legal recogmtlon of - electromc srgnatures and the’_

. accreditation of certification service providers in the Membcr States may createa

" significant bamer to the use of electromc commumcatrons and electromc

5 olc
6 o1Cc -

7o S DT TN T
9 COMEOT)Y 15T final. - TS T '

10 COM(97) 503 final.
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commerce and thus hinder the development of the Internal Market; whereas
divergent actions in the Member States rndlcate the need for harmonization at
Community level; '

Whereas the interoperability of electronic signature products should be promoted;
whereas, in accordance with Article 7a of the Treaty, the Internal Market is to -
comprise an area in which the free movement of goods is to be ensured; whereas
essential requirements specific to electronic signature products used by
certification service providers must be met in order to ensure free circulation
within the Internal Market and to build trust in electronic signatures;

Whereas the rapid technological development and the global character of the.
Internet necessitate an approach which is open to various technologies -and
services capable of authenticating data‘ electronically; whereas,. ‘however,

digital signatures based on public-key cryptography -are . currently the most

recognized form of electronic signature; .

Whereas the internal market enables certification services providers to develop
their cross-border activities with a view to increasing their competitiveness, and -
thus to offer consumers and business new opportunities to exchange information
and to trade electronically in a secure way, regardless of frontiers; whereas in
order to stimulate the Community-wide -provision of certification services over
open networks, certification service providers should in general be free to offer
their services without prior authorization; whereas there is no immediate need to
ensure the free circulation of certification services by harmonizing justified and
proportionate national restrictions on the provision of those services;

Whereas volintary accreditation. schemes aiming at enhanced level of service
provision may offer certification service providers the appropriate framework to
develop further their services towards the levels of trust, security and quality
demanded by the evolvmg market whereas such schemes should encourage the
development of best practrce among_certification service providers; - whereas
certification service provrders should be left free to adhere to and beneﬁt from
such accreditation schemes; whereas Member States - should not prohrbrt '

certification service providers from operatmg outsrde such, accredrtatlon schemes

whereas -it should be ensured that accreditation schemes do not reduce
competition for certification servrces whereas 1t is 1mportant to strrke a bala.nce
between consumer and busmess needs ' ' '

Whereas this Directive should therefore contrrbute to the use and legal
recognition of electronic signatures within the Commumty whereas a regulatory
framework is not needed for electromc signatures exclusively used within closed. .
systems; whereas the freedom of parties to agree among themselves the terms and
conditions under which they accept electronically signed data should be respected- :
to the extent allowed by national law; whereas this Directive is not intended to’
harmonize national rules concerning contract law, particularly the formation and

performance of contracts, or other- non contractual formalmes -requiring -

signatures; whereas for this reason the provisions concerning the legal effect of
electronic signatures should be without prejudice to -formal requrrements
prescribed by national law with regard to the conclusron of contracts or the rules’
determmmg where a contract 1s concluded

R
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Whereas in order to contribute to the general acceptance of electronic signatures,
an electronic signature should not be denied legal validity solely on the grounds -
that it is in the form of electronic data, not based upon a qualified certificate or
upon.a certificate issued by an accredited certification service provider; or that the

service provider who -has: issued the related certificate is from another

Member State; whereas electronic signatures which are related to a trustworthy

. . certification service prov1der who complies with the essential requirements

-

(12)

-(13)

‘should have the same legal effect as hand written Signatures; whereas it has to be

ensured that electromc signatures can be used as evidence in legal proceedings in

~ all Member States; whereas the legal recognition: of electronic signatures should
. be based.upon objective criteria and not be linked to authorization of the

service provider involved; whereas harmonized rules concerning the legal
effect of electromc srgnatures w111 preserve a coherent leg,al framework across
the Commumty, i :

\

Whereas certification servnce providers offermg certrﬁcatlon servrces to the publlc

-are-subject to national liability rules; whereas differences in the scope and content -

of such liability rules may result in legal uncertainty; particularly concerning’
third parties relying - on their services; whereas such uncertainty will™ be

" detrimental to the development of cross-border trade and will hamper the proper
" functioning of the Internal Market; whereas harmonized llablhty rules provrdev- :
legal secunty and predictability for both- certrﬁcatron service. providers and
-consumers; whereas. such rules would contribute to- ‘the general acceptance and

- legal recognition of electronic 51gnatures within the Community and consequently S

have a beneﬁc1al effect on the functromng of the Internal Mnrket

Whereas the development of intemational electronic commerce requires
- cross-border mechanisms- which’ 1nvolve .third - countries; ~ whereas those . -
mechanisms should be developed at a busmess level ‘whereas in order to ensure

- interoperability. at a- global,: level, ag,reements on multrlateral ru]es with’

thlrd countrles on mutual recogmtron of certrﬁcatlon serv1cas cou]d be beneﬁcral -
Whereas in order to stimulate electromc commumcatlon and electromc commerce
by ensuring user conﬁdence Member States should oblige certrﬁcatlon service

" providers to. respect data protection leglslatron and individual privacy and should e

be required to prowde certification services also for pseudonyms at the request of -

i - the signatory; whereéas national law should lay down if and under what conditions.

- (14)

the data- reveahng the. 1dent1ty of the' " data’ subject - must be transferred for -

."‘mvestlgatlon of criminal offences; whereas certification ser vice: provrders should

inform users in advance of their condmons in pamcular reg,ardmg the precrse use’

of their certificates and 11m1tat10ns of their- llablllty, i -writing and in readily - ;
: understandable language and usmg a durable means of commumcatron

ot

'Whereas for the purposes of the applrcatlon of thrs Dlrectlve the Commrssxon -
"should be ass1sted by a consultatlve Commlttee S : '

a0



(15) Whereas in accordance with the principles of subsidiarity and proportionality as
set out in Article 3b of the Treaty, the objective of creating a harmonized legal
framework for the provision of electronic signatures and related services cannot
be sufficiently achieved by the Member States and can, therefore, be. better
achieved by the Community; whereas this Directive confines itself to the

minimum required in order to achieve that objective and does not go beyond what = -

is necessary for that purpose, . ' , N
HAVE ADOPTED THIS DIRECTIVE:

Article 1
Scope

This Directive covers the legal recognition of electronic signatures. '

) It does not cover other aspects related to the conclusion and valldity of contracts or other
non-contractual formallties requiring sxgnatures

It estabhshes a legal framework for certaln certlﬁcatlon serv1ces made available to
the public : o

Article 2

Definitions
For the purpose of this Directive:
(1)  “electronic. signature” means a 31gnature in digital form in, or attached to, or

logically associated with, data’ which is used by a. signatory to indicate his
approval of the Gontent of that data and meets the followmg requirements '

“(a) itis umquely lmked to the s1gnatory, s | o -
(b) itis capable of identifying the sign_atory,

(c) it is created using means that the SIgnatory can mamtam under hlS sole '
' control and - » - :

(d) . it is lmked to the data to Wthh 1t relates in such a manner that any
‘ subsequent alteration of the data is. revealed ' -

2) “signatory” means a person who creates 'an electronic si gnature'

(3)  “signature creation device” means unique data, such as codes or pnvate
' cryptographic keys, or a umquely configured physncal device which is used by the
SIgnatnry in creatmg an electromc Slgnature

(4)’ “signature verification device” means umque data, such as codes or public
cryptogiaphic keys or a uniquely configured physwal dev1ce which is used in
verifying the electronic signature; :



)

(6

(7)

“qualified certificate” means a digital - attestation which links a signature

" verification device to a person, confirms the 1dent1ty of that person and meets the

requrrements laid down i in Annex I;

certiﬁcati'on s’ervice provider * means a person who or an- entity which issues

“certificates or provrdes other servrces related to electromc si gnatures to the pubhc 3

“electronic srgnature product ~means hardware or software ‘or relevant
‘components thereof, which are intended to be used by a certlﬁcatron service
provider for the provrsron of electronic 31gnature serv1ces S

-

T : 'Artlcle3
T ' Market access

. Member States shall not. make the provrsron of certthcatlon -services subject to
. prior ¢ authorlzatlon :

Wlthout prejudlce to the provisions of paragraph 1, Member States may mtroduce
or maintain voluntary accreditation schemes. aiming at enhanced levels of
_certification service provision. All condltrons related to- such ‘schemes-must: be .
~ objective; transparent, proportionate and’ non-discriminatory. Member States may
“’not limjt the number of certtﬁcatlon servrce provrders for reasons whlch fall under
the scope of thrs Drrectlve : :

- The Commission may, in accordance with the procedure laid down in Article 9,

“establish and publish reference numbers of generally recogrized standards
for electromc signature  products . in . the Official Journal ~of the.
European Communities. Member States . shall presume comphance with -the
requirements laid down in point (e) of Annex II when an electromc srgnature
product meets those standards ' -

Member States may make the use of electromc 31gnatures in the pubhc sectori

subject to- ‘additional requrrements Such requirements shall be- objectrve

" transparent, proportronate and non-drscrrmmatory, and shall only relate to the

specrﬁc characterrstrcs of the apphcatxon concemed e o
Artlcle 4

Internal Market prmcrples

- Each Member State shall apply the nattona} provrsrons lt adopts pursuant to this
.. Directive to certtﬁcatton service provrders estabhshed on. its temtory and to the.
services. they:: provrde Member Statés. may not restrlct the provision ~of *'
certification services whrch orrg,mate m another Member State in the ﬁeldss

covered by this Drrectrve SR T NI S

1

Member States shall ensure that clectromc stgnaturc ptoducts whrch comply wrth
‘this Dlrectrve are permttted to crrculatc treely in the Intcmal Market

-
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Article 5 -
Legal effects

Member States shall ensure that an electronic signature is not denied legal effect,
validity and enforceability solely on the grormds that the signature is in electronic
form, or is not based upon a qualified certificate, or is not based upon a certificate )
issued by an accredited certification service provider.

Member States shall ensure that electronic signatures which are based on a
qualified certificate issued by a certification service provider which fulfils the
requirements set out-in Annex II are, on the one hand, recognized as satisfying the
legal requirement of a hand written signature, and on the other, admissible as
evidence in legal proceedings in the same manner as hand written signatures. |
‘Article 6
Liability

Member States shall ensure that, by issuing a qualified certificate, a certification
service provider is liable to any person who reasonably rehes on the
certlﬁcate for: : :

(a) - accuracy of all information in the qualified certificate as from the date on
~~ which it was issued, unless the certification service provider has stated
otherwise in the certiﬁcate' N '

(b) . compliance w1th all the requlrements of thlS Dlrectxve in lssumg the
quahﬁed certificate; :

(©) assurance that the person 1dent1ﬁed in the quallﬁed cemﬁcate held at the
’ time of the issuance of the certificate, the srgnature creation device
corresponding to the srgnature verlﬁcatxon dev1ce glven or 1dent1ﬁed in
the cemﬁcate -

(d) in cases where the certlﬁcatlon serv1ce prov1der generates the signature
creation device and the signature verification device, assurance that the

two dev1ces functlon together ina complementary manner

Member States shall ensure that a certrﬁcatlon seerce provnder is not liable for

‘errors in the information in the qualified certificate that has been provided by the -

person to whom the certificate is issued, if it can demonstrate that lt has taken all
reasonably practlcable measures to venfy that mformatlon A

Member States shall ensure that a certiﬁcation service provider may indicate in
the qualified certificate limits on the uses of a certain certificate. The certification
service provider shall not be liable for damages arising from a contrary use. of a
qualified certificate which mcludes hmlts onits uses - ‘

Member States shall ensure that.a certification service provider may indicate in
the qualified certificate a limit on the value of transactions for which the
cer'ificate is valid. The certification service prov1der shall not be liable for
da: aages in excess of t 1at value limit. :



The provisions of paragraphs ,l_‘ to 4 shall be , without _prejudice _.to

~ Council Directive 93/13/EEC!!.

K Article 7
International aspects

Member States shall ensure that certificates issied by a certification service

- .provider established ina third country .are recognized as legally equivalent to

certificates issued by a certlﬁcatlon servrce provrder establlshed w1th1n

' the Commumty

(a) if the certiﬁcation service provider fulfils the requirements laid down in’
this Directive and has beenaccredited. in" the context of a voluntary
- accredltatlon scheme estabhshed by a Member State or * :

(b): if-a certification service provrder estabhshed w1th1n the Commumty,
- . which fulfils the requirements laid down in Annex II guara.ntees the
certificate to the same extent as 1ts own certrﬁcates or -

-(c) - if the certlﬁcate or the certlﬁcatron service provider is recogmzed under .

the regime of" a bilateral or multilateral agreement between the Comrmimty
and thtrd countrres or mternatlonal orgamzanons
In order to facilitate cross-border certiﬁcation services with'third- countries-and
“legal recognition of electronic signatures originating in third countries, the
-Commission will make proposals where appropriate to achieve the effective.
implementation of standards and international agreements -applicable’ to

certification services. In particular and. where ‘necessary, it will submit proposals’ .
to.the Council for appropriate. mandates for ‘the negotiation of bilateral and - -

" multilateral agreements with third. countnes and mternatlonal orgamzatlons The o

- Council shall decide by quahfied majortty

IR Artlcle8
s Data protectron

Meniber. Stdtes shall ensure that certlﬁcatron servrce provrders and national
bodies responsible for accreditation or supervrsron comply with the requirements

‘laid down . in Dlrectrves 95/46/EC12 and 97/66/EC‘3 of the European Parhament :

and of the Councrl

.;,Member States shall ensure that a certrﬁcatron service provrder may collect i
personal data only directly from the data. subject and only in so far as-it-is -
-.:necessary for the purposes “of i msumg, a certlhcatc The data ‘may not be collected

or processed for other purposes wrthout the consent oi the dala subject

0J L 95,21.4.1993,p.29.

‘2 0JL281,23.11.1995p.31. . - . T U

13 0JL24,30:1.1998,p. 1.
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3. Member. States shall ensure that, at the signatory’s request, the certification
service provider indicates in the certificate a pseudonym instead of the
signatory’s name.

4. Member States shall ensure that, in the case of persons using pseudonyms, the
' certification service provider shall transmrt the data concerning the identity of .
those persons to public authorities upon request and with the consent of the data
subject. Where according to national law the transfer of the data revealing the
identity of the data subject is necessary for the investigation of criminal offences
relating to the use of electronic signatures under a pseudonym, the transfer shail
be recorded and the data subject informed of the transfer of the data relatlng to

him as soon as possible after the mvest1gat10n has been completed :

Article 9
Committee

The Commission shall be assisted by a Committee, called the “Electronic Signature
Committee” (hereinafter referred to as “the Committee™), of an advisory nature composed
of the representatlves of the Member States and chaired by the representatlve of
the Commxssron -

The r'epresentatiVe of the Commission shall submit to the Committee a draft of the
measures to be taken. The Committee shall deliver its opinion on the draft, within a
time-limit whlch the Chairman may lay down accordmg to the urgency of the matter 1f _
necessary by taking a vote. -

The oprmon shall be recorded in the mmutes in addition, each Member State shall have .
the right to ask to have its posrtlon recorded in the mmutes L

The Commission shall take the utmost account of the opmxon dehvered by the
Committee. It shall 1nform the Commlttee of the ‘manner in which lts oplmon has been
taken into account. : ' - .

. Article 10
Consultation of the Committee
The Committee shall be consulted, where neceSSary; on the reduirements fo.r certiﬁcation
service providers laid down in Annex Il and on génerally recogmzed standards for
electronic signature products pursuant to Artlcle 3(3) :

Artlcle 1. .
Notrﬁcatlon .
1. Member'States shall supplylthe Commission with the followingAinformation: '
(a) mformatlon on voluntary nauonal accredltatlon regimes, mcludlng any

additional requrrements pursuant to Artlcle 3(4); -



~(b)  the names and addresses of - the natlonal bodles respons1ble forv
accredltatlon and supervrslon and ’

(c) the names and addresses -of accredited - national certiﬁcation -

‘ “service providers. g : ' T

2. -Any _information supplied under.paragraph 1 and changes in-respect of_ that -
information shall be notified by the Member States as soon as possible.

. Article 12
"Re'view

1. A The Commlssron shall review the operatlon of thls Directive and report thereon to |
“ the European Parllament and to the Councrl by 31 December 2002 at. the latest. -

2. The review shall, 'inter alia, assess whether the scope of theDlrectwe should be
modified taking account of technological and legal developmerits. The report shall
in' particular include an assessment, on the basis of the experience gained, of
aspects of harmonization. The report shall be accompamed where approprlate by '
complementary leglslatlve proposals. '

Article 13
.Implementation

1. Member ‘statés shall bring into force the laws, regulations and administrative _

provisions necessary. to comply with this Directive ‘by"31 December 2000 at the SR

: latest They shall 1mmed1ately 1nform the Commlssmn thereof

~ When Member States adopt these provrslons these shall contam a reference to
. this Directive or shall be- accompamed by .such reference at the time of  their

- official’ pubhcatlon The procedure for such reference shall be adopted bv '_

- ‘bMember States
2. Member States shall commumcate to the Comm1sslon all provrsxons of natronal |
- law which they adopt in the field governed by this Directive and in related fields
and a. correlatlon table between th1s DlI‘CCthC and the natlonal provrs1ons adopted

) Artlcle 14 o
th Entry mto lorce

This Directive shall entry. lnto lorce on: the twentleth day tollowmg that of 1ts publrcatron e
in the ()/jzual Journal of the European Commumttes E S T
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Article 1S
Addressces

This Directive is addressed to the Member States.

}

.\ ~
Donc at Brusscls,
For the European Parliament . For the Council
The President - The President
-



ANNEX 1

© Requirements for qualified certificates - =

Qualified certificates must contain: - o _ ; s

(a)

“(b)

()

ll}c idcnliﬁcr ol' the Ccrliﬁculinn sgrvigc pr()vidcr. issuing it;.

-the uniqie identity code of the certilicate; |

(lm unnnstakahlu nmm ol the huidu or an unmlslal\ablc, psuldonym whlch shall bc~
|duntlhud as suchy ' :

a spuulu, attribute of the holder such as, the .u.idrcsb the authuulv lo IILI on behalt ot’. -
acompany, the: credit- worthiness. VAT or other tax IL‘“I\HJIIOII numbct.s. the -

LXIS[L!]LL of paymu]l guamnluvs or xpuu[u, pctmlls or ltunu\

a signature vulhcall()n dn,vu,u which unruponds lo a swnalun. greatmn de\lu
undu th(, conlml ()l the holder; - SR ‘

~

heginning and end of the ()pi:mtimml'pcrio‘d ol the.certificate:

the clcclronic si gnalin’c‘ ol’lhc _ccrlil_icu'lio‘n scrv_i"cc'- pro\iidéiﬂ issuing ‘i‘t;

.llmllalmns on lhu su)pc, ol use: ol lhu Lcrllllcat@ if appllcable, and

Iumlatmns on 1hc (,LI‘lllILdll()ﬂ suwu. pmvndu Ilablht» and on the v1lue of
'lransaclmns for Whlbh th (,ullhc,alu 18 leld -'i- :

applu.ablu




ANNEX 11

*

Requirements for ccrt_iﬁcaﬁon service providers .

- Certification service providers must::

~{a)r

(b)

(c)

()

"

(g)

(h)

(1).

(0

il .ll\e measures. a;_,amsl !urg,ry ol LLHII]CleLS, dnd m ca
serviee provider generates pl‘lleL uyplobmphlc m,nalun., keys guarantee the

demonstrate the reliability necessary for offering certificadion services; ’ N

L

operate a pri)mpl and sceure revocation serviee;

-vmty by approprmle means lhe |du1l|ly dl]d czxpauty to;act ot the person 0w huh €

quahlu,d u,rtlﬁcalc is issued:

cmploy pcrsqnncl which' possesses  the - expert. knowledge. experience.: and

qualifications necessary. for the offered: services, in particular competence at the
‘managerial .lével, expertise in - clectronic . signature technology and' familiarity

with proper sccurity - procedures;  they: must: also exercise  administrative  and

~management procedures and processes llml are adequate and wlmh gorru.pond o

recogmized standards;

use trustworthy systems, and use clectronic signature products:that ensure protection
against modilication -of the pmduclvsn that they can not be used:to perform -

functions other than those for wlmh lhey have been du.lg,nu.l tht.y mubl also usc.
clectronic signature products. that c,nsuru the tuhmc.al dl]d cryplog,mphlc securm' ot
lhe u,rullcatmn procuses supportud by thc pmducls : ~

scs whue the cemtlcanon

umhdu\lmllly durmg lhp prneu.s nl ;:,«,nuatm;, those keys

maintain sulhuml hndnual n,sourcus 0 opumlc in conlormlty w1th the requ1remems
laid down in this Dircctive, in parllullar o hcar lhe I‘Ibk ol hablhty for damages for
cxample, by ohl‘umn;_, an dppl‘()pl‘ldlt, msur.mu,

u,u)rd all relevant mlmm.llmn umuunmb K qu lIIIILd Lulllu.m Tor an .lpplupll.lk
period of time, in particular. to provide cwdul > of LLI(IIILdlIOH Iur lhe purpnsu. nl
fegal pmu,c,dm,g,s Such lu,nrdmk, may be dnn l lmmcully R
nol store or copy private cryplo;:mphle SI;:I]dlllrL I\Lys ()l lhe pcrson 10 whom thc
certification service provider, uHuul I\ey managumml services unlcss lhal pcrson
U(pllully asks. Iur it T SR '

inform consumers I'n,l(m Lnlum;, into a umlmdual l'leil()nShIp in wrltmg, usm&
readily understandable language and a durable means of communication, of the
precise terms and conditions for the use of the certificate, mc.ludmg any limitations

“on _the Hability, the existence of a vnlunhuy acuudllalmn and the procedures for

complaints and dlspuic se lllumnl

(o

a
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