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Executive Sum mar'y

The Year 2000 (Y2K) computer problcm represents one of the largest single
challenges faced by busincsses, citizens and administrations within the
Europcan Union and the broader international community. This apparently
trivial "technical problem” has within it the potential to cause disruption on a
massive scale, threatening the functioning of economlcs as well as the safety
and well being of individual citizens.

Atthis stage, with the deadline of 15T January 2000 looming ever closer and with
the clear realisation that not all of the computer-driven systems upon which we'
all rely can be corrected, the issue to be addressed is how best can the problem
be managed such that it causes only moderate annoyance rather than large
scale damage. In this respect, an understanding of the overall state of
preparedness within the EU becomes essential, so that risks can be assessed and

- the appropriate contingency plans put in place.

Following its earlier Communication COM(1998)102, the Commission was
requested in the conclusions of the Cardiff Council held in June 1998 to report
on the state of preparedness in'the EU to the European Council of 11th gad [2th
December in Vienna. Therefore, the Commission has surveyed preparations
in Member States, collecting information from relevant Ministries and
European and intemational associations. Specific attention has been paid to
actions concerned with raising awareness and stimulating action, with the
preparedness of central and local administrations and with work undertaken to
secure'the continuing functioning of key cmss-border mfrastructures transport,
_energy, finance, and telecommunications. — e .

The resulting picture shows that efforts are ongoing in central
administrations, although it would be desirable to obtain objective confirmation
of the claims made concerning the status of their Year 2000 compliance.
However, it is evident that the progress of regional/local administrations, and
the need to address embedded systems and supply chains, are areas of
shared concern. Furthermore, those Member States that seem to be more
| advanced in handling the problem consider their level of progress 1o be less
satisfactory and have started to plan for potential disruptions to normal
operations.

The decentralisation of administrations and the privatisation of many national
infrastructures and utilities continues to make the collection of information very
difficult for most governments. Where information is not available, the level of
coneern increases accordingly.

The financial sector is cxemplary in its progress and in the level of national

"and internationa) co-ordination taking place: the combined effect of proactive
supervisors and the attention that has been stimulated by the introduction of the
euro has played an important role. The telecommunication sector is alse
progressing, although the low profile of regulators may be a point that deserves
further attention.

The air transport sector is active and providing information, whereas similar
infarmation is not forthcoming from the rail, road and maritime sectors.
Even in those sectors in which significant advances have been made, not all EU
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countries are fully participating in intcrnational initiatives and the level of
progress is not consistent throughout the EU.

The situation in the energy sector is of greatest concern, since very little
information is available on the status of energy transportation and distribution
systems. In view of the vital role they play for a country’s economy, the mutual
dependencies between infrastructures, and for cross-border interconnections,
this is an area where great improvements in terms of information disclosure and
direct action are necessary. Furthermore, although there secems to be little cause
for concern regarding nuclear safety in the Member States, there is a need to
continue information exchange with regulators in the Central and Eastern
European Countries (CEEC) and Newly Independeni States (NIS).

Although not discussed in this report, areas such as water and waste
management, health, and the food supply chain are also being highlighted
as potential problems, particularly with respect to the weifare of citizens.

| In terms of providing support to the private sector and information to the public,
an increasing number of Member States are taking action. However, there
appears to be insufficicnt focus on consumer issues and evidence suggests that
SMEs continue to be slow in taking appropriate action, while remaining
particularly vulnerable to major business risks with their relatively low level of
in-house technlcal capability and dependence upon IT suppliers.

In line’with its role to promote awarcness of the problem and emoarngc thc
spread of Yest practice, the Commission is actively pursuing the initiatives
announced in its previous communication COM(1998)102. These include
political discussions within and outside the EU, the operation of a mixed EU
public/private network of experts-to share information and approaches, contacts
with international regulators in critical sectors, and the creatlon of a well-reputed
web site.

Recently, c0untries and companies considered to be in the forcfront are
expressing concerns about their own exposure to problems of trading partners.
Government investigations of other countries and reviews of key suppliers and
customers are starting to take place, with the intention of assessing the progress
of others in addressing the issué and minimising investments and trading with
those partners who are belicved to represent sipnificant risks.

The time remaining is short, all problems cannot be solved. Priority must now
be given to protecting the health, welfare, and safety of citizens. Efforts
should now be fotused primarily on contingency planning, with particular
attention bemg given to the co-ordination of contingency planning between
organisations in vital infrastructure sectors and utilities, in order to establish
national and, where necessary, international contingency plans. With the
appropriate plans in place, organisations c¢an then afford 1o continue ‘their
internal efforts to address the Y2K problem itself.

Governimnents must recognise that, regardless of the privatisation of key
industries, their citizens expect them to ensure that national infrastructures will
continue to operate normally. Few companies are willing to provide absolute
guarantees of business as usual, and it is dangerous to dcpend upon their
individual self-interest to protect society as a whole from harm, Only
governments are in a position to ensure that sensible precautions are taken.
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The Commission urges all Member States to 1ake action to:

Accelerate preparations in public adnministrations, with particular priority

given to the readiness of local and regional administrations, and to estebdlish
mechanisms for the co-ordination and monitoring of progress, recognising
the need to disclose information to other Member States or third countrics
having legitimate econowmic interests in that country; as well as their own

citizens;

Develop sound contingency plans 1o ensure the business continuity of vital
public sector operations, and cnsure .that similar plans. are established for
infrastructures and utilities;

Advise relevant authorities 10 encourage the active participation of their
industry sectors in international Y2K initiatives:

Exchange information about the readiness of all transport sectors:

Ensure that relevant authorities in Member States monitor and report upon
the progress of the energy sector, with a view to assesmng thc cross-sector
and cross-border impacts;

Encourage further efforts by all relevant partics in the areas of information
provision to and profection of consumers, co-operation within and
between industrial sectors, and between pnvale and public sectors, and the
disclosure of information about the Year 2000 readiness of products,
‘services‘and orgamsanons through leading by example,

Advocate the use of common reporting templates to form part of a country-

wide strategy for commumcatmg readmess tracking progress, and :

promoting public confidence;

Recommend to European public and private sector organisations to
participate in external testing, particularly national and global tests, in order
to reassure the public, partners, customers and suppliers,

Finally, the Commission proposes the immediate establishment of an ad-hoc
Council Working Group on this topic in order to provide high-level policy co-
ordination in the European Union.

@043
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1. INTRODUCTION

The Council highlighted | On February 25, 1998 the Commission adopted a Communication on'thc Year

the importance ofa | 2000 computer problem (COM(1998}102), highlighting the risks and the urgent

report on EU readiness |. need to take action as well as dclineating the scope of action for the private and

) public sectors. Further to this, the Council has reviewed the issue at several

meetings (Telecommunications, Industry and Internal Market), agreeing with the

importance of the matter and supporting the Commission's proposal to issue a
report on the state of preparedness of Member States in tackling the problem.

Information has been provided by relevant Ministries in the Member States, by
European and international assoc1at|ons and by regulators and supervisors in the
- financial and air transportation sectors.

The guality and | All Member States initially reported in July on the basis of a template suggested
timeliness of responses | by the Commission services. The template covered the public sector and
Jrom Member States | essential utilitics and infrastructure networks with cross-border activities where
was variable. | public authorities have a supervisory role, as well as measures to inérease
awareness and tackle the problem in the private sector.

Subsequent to this initial information collection exercise, additional information
was obtained during a-Commission Y2K workshop in September, and countries
were requested to provide further updates during October. To a¢ccommodate the
wishes of several couatries who asked for a concise means of réporting,' a
questionnaire was issued. As of the end of October, Belgium, Ireland, Sweden,
Finland, Austria, Italy, Greece, Spain, Denmaik, Luxembourg, and the
Netherlands had provided additional information which has been taken into
account. It should be noted that Norway has also actively provided information,
although their situation falls outside the scope of this report.

An operational report | Since most questionnaires have yet to be completed and returned, the results
on the EU situation in | cannot be included in this report. However, the Commission will continue to

Q1 1999, | collate the replies with the inteation of publishing another, more operational
analysis of Member State performance during the first quarter of 1999. The
Commission will monitor the situation closely during 1999 and further reports
_may also be produced.

The depth and breadth of the reports, as well as their quality and level of detail,
varies considerably and, as such, makes a sound and exhaustive comparison
difficult. The Year 2000 problem is a horizontal issue, pervading almost all
areas of economy and society, with the result that the scope of responsibilities
crosses diffcrent ministries and agencies. In cases where Year 2000 co-
ordination has not been assigned to a specific .entity, reporting was more
difficult and considerably less informative. Where information is not available,
this in itself becomes a marter for concern. However, the exercise has alrcady
proved itself to be very effective in stimulating further reficction and, in the case
of some Member States, initiating further actions.
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2. MAIN ISSUES WITH THE YEAR 2000

“ In the IT domain, few systems function flawlessly when first imp!ememed and

late delivery is the norm. It is unlikely that Year 2000 projects will be an
exception to this rule. Defays in starting and completing internal Y2K activities
are expccted to create an increasing demand for scarce human IT resources, and
force the deferment of other valuable IT projects. Few organisations now
believe that they will be able to ensure full compliance in all their systems in
time.

The recognition of this situation is leading many organisations to evaluate the
potential risks and consequences of the failure of their critical systems and to put
in place business continuity plans. The problem no longer rests with IT
departments, ' contingency planning for vital business [functions requires
managenient control and respounsibility at the highest level of an organisation.

It has also become increasingly evident that the Year 2000 problem has an
impact beyond information systems or other cotmputer-bascd equipment owned
by individual organisations. Its implications may also affect the supply chain,
credit ratings, stock valucs and expose execcutives and senior officials fo
substantial legal risks.

Whichever. measurc an organisation has taken to become “Year 2000
compliant™, it remains vulnerable to the potential non-compliance of its trading
partners,. Bath in public administrations and in the private sector, a high
proportion of IT systems support processes which depend upon the continuous
exchange of information between organisations, creating the potential for
corruption of compliant internal systems. Similarly, the inability 6f a supplier to
provide a particulir component, or of a customer to purchase a specific product,

could have serious cansequences on an organisation’s ability to continue
trading. ' '

Amplified by the reluctance of enterprises to disclosc information about their
own state of preparedness, customers (business and consumer alike), investors,
employees, and supervisors, rightly fear for the possible non compliance of
these enterprises. The Year 2000 has clearly turned into a systemic risk that may
have subsiantial repercussions.

The costs of solving the problem are enormous, and yet, such is the threat
perceived by business, that most organisations are indicating that they will spend
whatever is necessary. Those EU governments who have alrcady replied to our
questionnaires indicated thar they expected to spend amounts between | and
25% of their overall 1999 IT budgets on Y2K activities for central governments.
The overall budget allocation for Y2K in the UK central government is currently
£430 million. The costs to the private ‘sector are equally substantial. US
multinationais Chevron and Motorola recently reported in filings to the
Securities and Exchange Commission that they expected to spend between 3200
- $350. million to.solve the problem, and yet were unable to guarantec
uninterrupted service. It is not surprising therefore, that estimates of the
worldwide costs are in the order of trillions of dollars.

The Year 2000 represents a significant threat to which most arganisations will
be exposed at the same time. In an overall risk analysis, the risk of & single
major system expericneing problems on the (St of January 2000 is thus

7
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significantly higher than the risk to which an individual organisation is exposed.
Of vital importance is the extent to which disturbances at a single organisation
may affect others. A rccent analysis carried out by the UK’s Action 2000
initiative has revealed the complex integration and mutual dependency of
modern country infrastructure processes.

Priority must be given | This is why the relevant organisations in both the private and public sectors must
to ensuring the | give priority to ensuring the continued functioning of the basic infrastructures
continuity of vital | and services upon which our society relies, particularly in those arcas where the
infrastructures -| health and safety of citizens may be at risk. These include utilities, such as
energy, lclecommunications, water, and wasic management, but also our
financial and transportation systems, the food supply chain, social security
payments, and, of course, hcalthcare.

As recalled in COM(1998)102, the responsibility for tackling the Year 2000
problem and minimising risks clearly lies with suppliers and users of computer-
based systems, although the size of the problem and its wide-ranging impact
justify awareness and support initiatives by governments in a]l Member States.
Central and local governments have the primary responsibility of ensuring that
their information systems will be ready for the Year 2000.

e

Nevertheless, governments must also recognise that, regardless of the
privatisation of key industries, their citizens expect them to ensure that national
infrastructures will continuc to operate normally. Few companies are willing to
provide absclute guarantees of business as usual, and it is dangerous to depend
upon their individual self-interest to protect society as a whole from harm. Only
govemments are in a position to ensure that sensible precautions are taken.

More international”™ Following the adoption of the Communication COM(1998)102, there has been

activities... | an increasing level of action at political level. In addition to the discussions in
the European Council, other international organisations have stepped up
activities on the subject.

...and foreign policy | Several countries, such _
concerns. as the UK and the | . ' Activities at international leve! L

Netherlands, have | The-G8, discuseed .the matier at summits in Binmngham

tasked their embassies | -and in Londpn and estabhshed 2 nctwork of year 2000‘

to make contact with experts ;

other counrtries and The OECD conducled a sun.'ey on - the readmess of Its

enquire about the state | Membercountries o

of readiness of | The United Nations Working Group on Informatics is
. . concemed with the issue, a meeting in December will focus .
infrastructures, in order | - iniernational co-operation and contingency planning

to assess the risk | yp. \wong Bank has a programme to support developing
exposure  of  their | countries

interests abroad. The
Netherlands has
recently published a report! which analyses the international state of play and
the risks to their country by region. The Dutch Secretary of. State for Foreign
Affairs will continue to brief the Lower Housé cvery 3 months on the

! 1 he Millennium Problem: A survey of the international dimension and the role
played by the Netherlands
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| there is evidence that

‘information exchange,
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international situation. The Commission has raised the matter through its
delegations in the African, Caribbean, and Pacific (ACP) countries.

The USA is starting to send out government investigators to make more detailed
enquiries regarding Y2K progress in other countries, with the clear intention of
reducing their trading dependencies upon partners whom they judge to be
unreliable. :

3. PUBLIC ADMINISTRATIONS

The public sector is
indicated by many as
being one of the most
vulnerable. However

+« Netherands: Y2K Project Office (Ministry of lnteridr)
«  Sweden: Agency for Administrative Devefopment
¢ United Kingdom: Cabinet Office Year 2000 Team

an increasing number | ° Ireland. Interdeparimental Year 2000 Mbm‘ton;hg‘ 1
of Member State Committee '
administrations are «  Denmark: Mumstry of Research and !T

assigning top priority
to Year 2000 projects
and have established
structures and methods

Serwce)
. Spam Mlmstry of Public Admmlstratlon
. Austria: “Office of the Federal Chancelior -

to - ri:rs{l‘rfr ! of ca" Informiation Technology in the Federal Admlmslmnon
appropriafe level ot co- | italy: Authonty for Informaua in PA (AIPA)
ordination and - : 4

Ky :_:leanpf Mlnlsuy of Finanos. 3" .
' sion Team for _elnformaho oci

as well as to highlight

problems and  take o Greece The Infomatiu Developmenl Ageney
corrective measures | ° France: Inlerrmmsterial Year 2000 Group
where necessary. Each v Luxembourg. State Informatics Centre
adininistration must

Co-ordinating Year 2000 effort in public administrations?

o Beigium: . Programme Adma-zooo (Mm:slry of CIV"_‘

. Germany Co-ordinating and Counsellmg Agency for -

naturally retain responsibility for fixing its own systems.

Reports identify that co-ordination is implemented either by means of newly
appointed structures or by assigning responsibility to an existing structure.

It is interesting to note how co-ordination and monitoring responsibilities are
assigned to different Ministries (Interior, Civil Service, Science and Research),
IT agencies, or directly 1o the Prime Minister's Office. This depends partly on
how responsibilities for IT arc shared, but also on a different tevel of confidence
and awareness of the issues at stake. Similarly, the terms of reference for the co-
ordinating offices vary considerably and range from providing a forum for
information and experience exchange between administrations to ensuring close
monitoring and frequent reporting to goverament and parliament.

Mcmber States in which the Year 2000 offices or programmes appear (o play a
more explicit co-ordination role include the Netherlands, the United Kingdom,
Sweden, Denmark, Ireland, Bclgiﬁm and, more rccently, Spain, France, Greece,
and faly. :

2 As reported by Member States

@o3o
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Member States where appointed ministries play mostly an information exchange
role iaclude Germany, Finland, Austria, Luxembourg, and Portugal. .

Quarterly or even monthly progress reports to the relevant authorities (Prime
Minister, Council of Ministers, Parliament) are prepared in some countrics as a
way to monitor the progress. The only countries that provided progress
information” in some detail were Belgium, United Kingdom. ltaly, Finland,
Sweden and Spain. Belgium has already established a very detailed list of the

‘strategic services of their public admlmstratlons

Several countries cxpect to produce their fi rst reports’ at the end of 1998: the
General Audit Bureau in Germany will report in carly November, Greece will
receive an assessment of the situation of the 60 most important IT centres at the |
end of November. Italy has recently procured an external auditor to carry out a
quarterly assessment of progress and risk assessment in central government
agencies. Denmark is also arranging an impartial investigation of the public

- sector Year 2000 status. For Belgium, the Project Management Officc monitors

the situation in public administrations. .

In the UK, The Cabinet Office Year 2000 team reviews progress in ceatral
government and key public sector organisations on a quarterly. basis, publishing
the results in the House of Commons and on the Internet. Public sector
organisations, including local government and the National Health Service, are
reviewed by the Audit Commission. Central Government organisations are also
scrutinised by the National Audit Office. In general, however, few European
governments are transparently publishing regular statistics on their progress.

The UK, Denmark, Sweden and Finland provided limited information-about the
progress in {ocal administrations, while the Netherlands, Italy, Germany and
Spain mentioned contacts between central Year 2000 activities and relevant
associations of [ocal authorities and municipalities. In Germany, an "informal
working group" with representatives from each of the Laender and several
Federal ministries has been formed. Some local authorities make use of shared
data processing facilities, makmg the task of ensuring Y2K compliance of IT
systems much easier.

It is difficult to compare relevant information provided by each Member State,
given the major differences in detail and the different attitudes adopted with
regard to monitoring their progress in the public sector. Expressed levels of
confidence vary from "high" in France, Spain, Germany, Luxcmbourg, and’
Denmark to "lower" in the Netherlands or Sweden. At this stage no reliable
measure is available to judge whether these differences in confidence are well
founded or not. -

Regardless of the different levels of confidence, the reports expressed a8 common
concern for the prepacedness of regional/local administrations and about how

* all administrations are tackling the problem of embedded systems. Even those

who seem morc optimistic, such as Germany and France, admit that there are
differences in the readiness of public administrations and do not exclude
possible problems. Financial administrations seem to be in a better shape,
possibly due'to the nced to revise their IT assets in view of the introduction of -
the euro.

10
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Certain countries are also concerned about the resourcing problem. In order to
retain jts existing IT personnel, the Belgian government is offering financial
bonuses as an incentive to retain their current staff for the next few years. The
Netherlands has launched a successful recruitment campaign to attract retired
programmers to briefly rejoin the workforce and ‘students to temporarily break
their studies in order to satisfy the increasing demand for IT personnel. Th:s is
complcmented by an IT job vacancy matchmg service.

[t is interesting to note that those Member States that developed an early concern
for the problem and analysed the national situation in more. detail (such as the
Netherlands, Sweden and the United Kingdom), are now drafting contingency
plans to ensure the continuity of critical functions supported by public agencies.

4. INFRASTRUCTURES

The Communication COM(1998)102 highlighted a number of critical sectors,
where cross-border effects may be detrimental to the entire economy and
society, and which also depend on each other. They are the financial industry,
telecommunications, transportation and energy. Other equally important sectors,
such as watcer and waste management, the food supply chain or health care, have
a less evident cross-border dimension, except as a consequence of problems in
the sectors noted above, Defence falls cutside the scope of competence of this
report, although it obviously remaias as an |mportant concern.

Responses from Member States to questions on the status of their infrastructures
and on the role of the relevant supervisory authorities were again of_varying .
quality and very few were complete. Their rcplies were complemented with
information obtained from some of the consultative groups of the Commission -
services and from relevant European and international organisations and
associations.

In the Netherlands, a National Minister for Millennium problems has been
appointed, with the responsibility to report to Parliament every 3 months.
Separate Millennium platforms have been established for Healthcare, Basic
Utilities, Government, Transport and Logistics, and Financial Services,
Telecommunications and certain regional platforms are in a preparatory phase.
Spain has created specific monitoring bodies for transport, energy, water,
telecommunications, the environment, and the financial sector. The UK has
implemented a National Infrastructure Forum to monitor the Year 2000
programmes of infrastructure providers.

In Ireland, each agency/public body responsible for critical sectors of
infrastcucture has been requested to cstablish an intemal, formal monitoring
committee to oversee compliance. Denmark has established special working
groups in scctoral areas including the health sector, infrastructure and public
service, and wraffic structure, as well as on horizontal aspects such as consumer
conditions and contingency planning. Sweden has requested central agencies in
the areas of rescue services, health and medical care, postal and
telecommunications services, air and rail traffic, shipping, financial services,
water and power supplies, and nuclear power plants, to assess risks and take
steps to minimise the disruption of essential functions in socicty.

I
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4.1. FINANCE

The most advanced | It appears that the financial sector, representing the banking, insurance and

sector... | securities markets, is the most advanced in its preparations. This is primarily due
to the role played by the relevant supervisors (these bodiés differ in each
Member State). They have exhorted financial institutions under their supervision
to take concrete action not only to fix their systems, but aiso to take into account
their dependencics on trading partners and their exposure to the possible non-
compliance of debtors and investors.

... with supervisors | The excellent work done by the Basle Committee on Banking Supervision and
taking a high profile... | carried on by the Jgint Year 2000 Council, grouping the international
associations of financial supervisors, has been a driving factor for the progress
in the sector, ensuring a consistent intcenational approach by providing general
guidelines for supervisors, and developing a country Y2K information database.
Another contributing factor has been the need for early preparations for the
introduction of the euro.

In all Member States, supervisors have addressed banks and other financial
institutions which are under their control. They are monitoring their progress
and requesting auditors of these institutions to take Year 2000 aspects into
account. In some countries, target dates for completion of Year 2000 work have
been set3, in most cases for December 1998: these countries include Sweden,
Denmark, Germany, the. Nethcrlands and the United Kingdom. Where firm
targets have been established, greater action is taking place.

... and associations | The Global 2000 Co-ordinating Group, an informal grouping of banks, securities
variously active on an- | firms and insurance companies in many countries crcated with the objective of

international scale. 1dentlfymg and resourcing areas where co-ordinated initiatives~will ficilitate
efforts by the financial community to improve the readiness of global financial
institutions to mcet the challenges created by the year 2000 data change”, acts as
an international co-ordinator for Y2K work in the sector. Currently 10 out of 15
EU countries are represented in the group. The European Commission is kept
informed of the work being carried out by this orgamsanon and contributes
where appropriate. :

Global 2000 is comprised of working groups on country and. firm readmess
testing, contingency planning, and administration. Its interests are not confined
solely to the financial sector, it also conducts and publishes objective and
subjective assessments of the readiness of utilities and of countries generally.
Theic work on defining assessment and reporting standards represents best
practice in the industry. Country ‘liaison members are appointed for each
participating country to co-ordinate the global concerns of the Group with
.national initiatives.

Banking associations have been variously active. Some have set up working
groups and committees (Netherlands, Ireland, Denmark, Finland, Sweden),
others simply provide information or fora for exchange of expericnce (Germany,
Grcece, Spain) and others are monitoring progress and helping with contingency
planning.

3 Source Europcan Banking Federanan, "Survey on Domcstlc Preparations for
the Year 2000 problem" (April 1998) C '

12
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Concrete progress is starting to be demonstrated through testing. Extensive point
to point and bilateral testing has already taken place in the US and UK through
the Global 2000 Co-ordinating Group, other European countrics are expected to
participate next year. The Bundesbank has recently announced a date in May
1999 when all German banks will carry out compulsory testing of the payments
system.

1
Concerns remain for | Nevertheless, while there is confidence cxpressed in the efforts of the larger
smaller operators and | banks, concern remains for smaller regional and local operators, which tend to
counterparty risks... | be more reliant on the need for their 1T suppliers to provide guarantees of
compliance. Overall, many financial institutions have yet 1o complete an
analysis of counterparty risks arising from customers having dtft'culty in
adjusting to the changeover.

... and the greatest | A recent assessment by the Swedish Finansinspektionen?® suggested that
threat is to the | operative disturbances to the processing of debt contracts (borrowing, lending,
processing of debt | and payment facilities and insurance undertakings). giving rise to liquidity
coniracts. problems for an institution or its customers, represented the most serious
potential thecat for financial markets. The report also mentions the need for
liquidity planning by the central Riksbank and individual institutions to meei
possible additional requirements by customers for cash.

Who will be liable and | In the insurance sector, large companies are preparing seriously and expect to be

will your insurance | ready jn time. The smallest commercial companies, who provide: insurance

coverY2K?. | policies for jndividuals, are possibly in a less comfortable position, although the

majority make use of third-party products and will rely on their suppliers. In six

Member States, specific awareness campaigns have provided information for

insurance companies on Year 2000 issues, and in several countries, insurance
companies have decided to publish statements on their own Y2K compliance.

The other issue of the changeover to the new millennium for the insurance
sector concerns the coverage of Y2K-related risks for businesses. Generally, the
insurance sector assumes that the issue will not have a significant impact on
individuals, but primarily on companies. Therefore, insurance federations have
adopted the stance that businesses should have been aware of the Y2K problem
for some time. Being a predictable event, it therefore cennot be insured against.
Exceptions may be made in cases where businesses can prove that they did
everything possible 10 prepare, but that certain incidents attributed to the
problem were unpredictable. This will be assessed on a case-by-case basis by
the insurers themselves. Certain insurers have even developed specific policies
covering the Y2K risk, but these require- a strict investigation of the Y2K
activities of their clients. -

In all Member States, supervisors have advised companies to examine their
major contracts and to inform their larger customers of the fact they are not
covered for Y2K-related risks. Exclusion clauses may be inserted in new
contracts and in others which are being renewed. The liability of suppliers for
product malfunctions, of consultants or auditors for giving incorrect advice, and
company directors for failurcs within their organisations are other important
issues, :

4 Finansinspektionen, “The Finance Sector, information Systems and Year
2000" (October-15L, 1998)
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Stock exchanges are | National stock exchanges began their Y2K adaptatxon efforts several years ago.

expected to be well | Given the high level of dependency of financial market operators on technology,

prepared | IT, and communication systems, stock exchanges have met regularly on a

private basis to ensure their readiness. Additional public, national or European

attention was therefore not required. The dnly possxble source for concern would

be whether private investment companies in the EU will be equally well
prepared.

The introduction of the euro will require all EU banks to adapt their IT systems
in order to be able to operate in euro from the 4th January 1999. Financial
institutions and investment companies will then be ablc to fully devote their
attention during 1999 to Y2K revisions. This should therefore give the financial
sector in the EU an advantage over other sectors, and indeed over the financial
sector in other countries, as they will already have experienced the difficulties of
implementing significant, widespread changes to their [T systems.

4.2. TELECOMMUNICATIONS

Activities are in hand, ... Member States that reported about work in the telecommunication sector
C indicate that Year 2000 projects are in hand. Austria, Finland, Italy, the
Netheriands, Denmack and the UK referred to the progress of their major
operators, whereas only Finland and Sweden mentioned the role of supervisory
authorities ' in- monitoring progress and encouraging the dechOpment of
contlngency plnns. In France the sltumon is currently under review.

From the available resporses it 1s not possible to conclude whether both .
information systems and embedded systems are being tackled with the same
priority, nor whether progress is satlsfactory - - ‘

...international testing | The International Telecommunications Union (ITU) Year 2000 Task Force‘ ‘

is raking place... | grouping 5000 operators and regulators in many countries world-wide, has been
active in raising awareness and sharing information, as well as addressing cross-
border issues through its inter-carrier testing. working group. Recent successful
inter-carrier tests in June and September 1998 involved Norway, America and
the United Kingdom, and Sweden’s Telia and Germany’s- Deutsche Telekom .
with Hong Kong Telecom respectively. Further tests will extend the range of
vendors and switch types being tested. .

.. but not all EU | However, not all major EU operators are fully co-operating wnth this group as
‘operators appear to be | yet, responses to the glabal ITU survey of telecom operators.by European
equally prepared. | companies indicate that some are better prepared than others, and regulators and
relevant ministries do not appear to be significantly involved.. The ITU has
published information about the dates when companies expect to complete and
test their compliance, more sensitive information is shared within the group but
not provided to the public. Telecommunication operators are being advised to
get their networks ready and then “freeze” them from November 1999, and
make no further changes until after January 2000.
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43  TRANSPORTATION

Work is progressing for the adaptation of air traff Ic control systems. All
countries for which' information is available3 report sausfactory progress and
show how safety-related concerns are being taken into serious account. The role
of civil aviation authorities is more proactive than in other transport seciors,
probably duc to the more immecdiate safety implications. However, Italy
presented information on the progress of their national carricr but not on their air
traffic control systems. No information was available from Greece and
Luxembourg.’ :

issues and air traffic control services,
EUROCONTROL, the European Organisation for the Safety of Air Navigation,
has been charged to co-ordinate and facilitate the exchange of information on
Year 2000. Its role includes encouraging the development of contingency and
test plans as well as co-ordinating work with other international civil aviation
such as IATA, ICAO, ECAC. FAA, etc. Among these
organisations IATA has been very active and, in co-operation with ICAO and

ACI and others, it has developed and piloted a standard methodology to assess
Year 2000 readiness.

Despite the work carried out by EUROCONTROL, airlines are not always
satisfied with the replies to their querics about the status of air traffic control
systems throughout Europe.

Much less-information is available about othier transportation areas. It is vital to
obtain information concerning radio-navigation systéms for coastal shipping and
rail traffic management, for example. Only Finland, Sweden, UK, Netherlands
and Ireland have reported about activities of rail companies or repulatdts, and ©
only Ireland mentioned any cross-barder or contingency planning concern.

44 ENERGY

In countries operating nuclear reactors (Belgivm, France, Germany, Finland,
Sweden, the Netherlands, UK, Spain) regulators are all taking appropriate steps
to ensure that licensees will be compliant. These include addressing licensees to
obtain detailed plans for comphance mandating them to review computer
systems for Year 2000 compllance according to safety concerns and planning
shut-downs in case information is not sausfactory. monitoring progress and
establishing working groups.

Certain countries, for example the UK, arc particularly advanced, but there does
not seem to. be any specific reason to be concerned about the situation-in any
" Member State. European Union regulators also exchange information with their
counterparts in central and eastern Europe and the newly independent States,
with a view to encouraging them to take the appropriate steps regarding their
licensecs. Initial contacts have shown that some CEEC and NIS regulators are as
well prepared as EU regulators, while others are just beginning to consider the
problem.

5 Information on' air traffic control s’ystems has also been provided by
EUROCONTROL
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...although the situation | Within Europe, the previously mentioned Dutch report on the international
in CEEC and NIS | situation views Eastern Europe as the arca with the greatest chance of scrious
countries is less clear | problems occurring ‘at the turn of the century, and identifies nucléar power
stations as a particular concern. The Commission will encourage CEEC and NIS
regulators to act in this area by continucd exchange of information on
preparedness. ‘

The OECD Nuclear Energy Agency (NEA) has just announced the launch of a
comprehensive action plan, which includes the systematic collection of
information on the status of Y2K preparcdness of its Member countries; the
cstablishment of an international nerwork of national co-ordinators, using an
electronic "mail-box" to facilitate regulatory exchanges of information; and the
organisation of an international workshop which wiil take place in February
1999. This plan will be fully co-ordinated with - and complementary to - those
being carried out by other international organisations.

. but little information | Apart from nuclear energy, Italy gave an overview of activities in the electricity,
is available on the | production, transmission, and distribution sectors and Ireland gave an overview
whole energy | of the progress of their clectricity supply boards, but only the latter reported
infrastructure... | about cross-border issues and contingency plans. In the Netherlands, a specific
co-operation platform has been established where players from electricity.. gas
and oil production and distribution participate together with the relevant
regulator (Ministry of Economic Affairs). Sweden mentioned the role of the
National Grid in a co-operation project involving operators of generation,
transmissiori and distribution infrastructures. Finland described how their
umbrella organisation for utility companies producing, distributing, and selling
heat and electricity had established a Millennium Working Group in March

1998, indicating that testing was expected 10 be completed by the end of this
year.

Who is overseeing | In general, little information has been provided on the preparedncss of this
energy exchange | sector, especially as far as transportation and distribution aspects are concerned.
issues? | Addressing the Y2K problem has been made more difficult by the current
legislative requirement for the energy sector to unbundle in the EU, diverting
attention from Y2K adaptation. Nevertheless, new systems are being
implemented as a result of this unbundling activity, and these systems are more
likely to be compliant. N

Unlike other sectors, where European and intcrnational organisations are
addressing the cross-border aspects. relevant organisations in the electricity
sector have only recently focused on the Year 2000. A questionnaire on Year
2000 readiness’ was circulated to members of UCPTE, NORDEL and
'CENTREL: results show that, on average, completion is scheduled for mid
1999, rcgardless of the considerable variation in the timing of project start dates,
with half of respondents reporting having already put contingency plans in
place. Cross-border issues do not appear to have been taken into account, with
the cxception of Ireland,

Although the substantial exchanges of energy between countrics arc planned and
controlled by computer systems, there is no evidence that the cross-border
testing of those systems or the exchange of information about contingency plans
are taking place. Financial and telecommunications operators continue to

express their frustration at the lack of reliable mformanon on the progress in this
sector, upon which all depend.
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S. PRIVATE SECTOR AND PUBLIC AT LARGE

The reports indicate that there are very different views about the role to be
played by Governments and public administrations beyond the responsibilities
for the systems supporting their operations or under their regulatory or
supervisory authority.

However, the size of the challenge for the private sector and the concem for
possible repercussions on the cconomy and society have induced 2 more
proactive role on the part '
of a number of public
authorities.

Specilic organisations in Member States®
|- UK: Action 2000 :

Ten Member States have . Netherdands: Millennium Platform

now establish_e_d specific |_  penmark : Year 2000 Forum and Secretariat
structures  to  provide |_  gejgium: Millennium Forum 2000
assistance to the private | pooce: Mission “Passage an 2000"

sector  and 0 |_  sweden: Millennium Commission
comr_nunlcate wu_h the |_ reland: Y2K Nationai Commitiee

public. They all involve | o .\ vonal Year 2000 Commission
representatives from both | Itély: Yeir 2000 Commiltee

the private and the public Einland: Y2000 G - tional Work .
sector,” although funding |=_TM2N% % o-operational Working Group

and guidance come almost )

exclusively from public authorities. Certain organisations also provide advice
and assistance to the goverament, in a similar manacr to the President’s Council
in the US. ;

Portugal is assigning responsibilities to its mission for the information society. "
In Germany and Austria, awareness actions have been carried out by the

Ministry of Economic Affairs: in both countries, the aim has been to

complement and, where necessary, support activities already performed by

chambers of commerce, industry assoctations, etc. In Germany, the Ministry for
Economic and Technological Affairs (BMWi) organises meetings of a Pancl of
Experts, a group of forty representatives coming from the public and private

sectors, The German government collects and compiles information coming
from the private scetor. Greece and Luxembourg are not taking any action so

far, although Greece rccognises the nced for an overali co-ordination of public

and private sector activitics.

In spite of the difference between the structures, terms of reference, and level of
funding for these operations in different Mcmber States, there is a common
focus on raising awareness, helping small and medium sized enterprises and
supporting information provision and exchange. Both Denmark ‘and the
Netherlands are conducting pilot projects to provide demonstrable results aimed
at SMEs, the UK has just announced the “Bug Park” initiative, where 15 small
and medium sized businesses in a single city have agreed to act as live case

6 1t is possible to connect to the Websitcs of these and the other infrastructure
organisations mentioned in this report through the Commission Y2K Website at
http:/fwww.ispo.cec.bely2keuro
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studies and report on their progress in tackling the Y2K problem over the
remaining months. Spain is providing subventions for their SMEs.

In light of these activities, it is surprising that so few SMEs are taking action,
Surveys carried out throughout Europe continue to indicate that although SMEs
are generally more aware of the problem today than they were 6 months ago,
many simply refuse to believe that it could affect them directly. If they do accept
that it may have an impact on their own business, they rely upon governments or
large software providers to solve it fog them. They may belicve that their
systems are problem-free because they were recently purchased; without
appreciating that some of the PCs sold during the first half of 1998 were not yet

compliant. If thss situation continues, the consequences are hkcly to be severe
indeed.

Large companies are already in the process of idemifying alternative suppliers,
Banks are assessing their credit risks. During the coming year, companies that
are unable to provide satisfactory reassurances about their Y2K situation may
soon find themselves either losing customers or being denicd credit, Financial
markets are also starting to react; a lack of Y2K information will begin to affect
stock valuations. Those who suddeily realise that they have work to do may be
unable to find, or afford, the necessary rcsources. For those who have simply
regarded Y2K as a computer problem, disruptions to their own supply chains at
the beginning of 2000 may come as a shock, one for which they have not
planned. Company managers who have not acted with due diligence may find
thermsclves tield personally liable for-damages to other companies. The ultimate
conscquence may well be bankruptcy.

Awareness raising now seems more focused on issues such -as -embedded
systems and legal aspects, but stil] lile attention as yet js being paid to
consumer issucs (which were mentioned only by Spain, Finland and the UK)
and how to address potential public concern. :

More countries are now considering measures aimed at improving the
transparency and availability of information about the readiness of products and
enterprises. Auditors in most countries have been asked to report upon the status
of Year 2000 compliance of companies when auditing 1998 year end accounts.

The seif-certification schemes ("Year 2000 compliant” labels) originated in
Sweden and Denmark and are now supported by the Netherlands and France.
Although the applicable definition of compliance may diffcr slightly, they are
equivalent in terms of their objectives (inform customers and consumers) and
nature (they are non-binding). Interestingly, Spain has adopted a different
approach, the default assumption is that products without any label.indicating
non-compliance are therefore compliant. :

Sweden has adopted a Status Report? which has raised the interest of other
countries, at least in specific sectors. Belgium is now adopting a code of
conduct, developed by IT industry associations rogethce with Forum 2000: its
signatories are ethically obliged to disclosc information 1o their customers about

7 The Status’ Report consists of 14 questions, relating to various aspects of year
2000 preparedness. It is intended to be provxded with quarterly or annual
financial statements.
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the readiness of their products and to apply a fair and proactive conduct while
supporting their customers in the Year 2000. A Year 2000 pledge with similar
objectives has been recently adopted by Action 2000 in the UK. Althdugh these
measures are not legally bmdtng, they may contribute to creating a climate of
mutual trust.

There is very lintle on | Very few regulatory measures have been taken, as one might expect in view of
the regulatory front.... | the little time left. More attention to the impact on IT systems will be paid when
proposing new legislation both in the Netherlands and in Denmark. As far as
public procurement is concerned, in addition to the common requirement for
Year 2000 compliance in' newly purchased computer-based systems, two
.Member States (Belgium and Portugal) have reported thc adoption of simplified
procedures to secure the provision of Ycar 2000 repair services.

...and minimal | Unlike the US, there is less evidence of concern in the EU for the potential
appreciation of the | impact of widespread Y2K litigation. However, France is in the process of
potential litigation | establishing a platform grouping insurers, lawyers, and technicians to handle

problem. | future Y2K claims. The potential impact of the ncw US “Good Samaritan”
legislation, designed to increase information disclosurc by reducing liability for
Y2K readiness statements made in good faith, on EU companies must be rapidly
assessed. EU companies operating in the US must be made aware that they have
only a very short timescale in which to benefit from this legislation.
Furthermore, if companies are prevented from pursuing litigation in America as
a result of this law, they may attempt to sue European subsidiaries instead.

Additionally, a new bill entitled the "Commerce Protection Act" is now being
proposed in the Florida Senate as another legislative approach to the Y2K
problem. The bill prescribes exclusive remedies against individuals, businesses,
and governmental agencies for damages caused by the failure of their
information technology resources to function properly regarding date data.
Amongst many items, it also expands the waiver of sovereign immunity;
imposes insurance and warranty requirements on persons who undertake to
assess whether information technology resources are year-2000 compliant or
make such resources so compliant, bars certain class actions; and provides
immunity from personal liability for directors and officers of businesses under -
specific circumstances.

6. PROGRESS WITH COMMUNITY ACTION

The' Commission is actively pursuing the initiatives announced in its
Communication COM1998(102). '

Overseeing our own | First of all, the Commission continues to give top priority to making its own

Year 2000 project | systems compliant. Regular meetings involving the Secretary General and
Directors General keep progress under review through the Co—ordmatlon Group
on Organisation and Management.

" Since 1996, all DGs have béen asked to include in their annual information plan
a specific plan to adapt their information systems to the Year 2000 and priority
has been given in the budget allocations to executing them. Approximately 63%
of the Commission’s strategically impontant information systems are zlrcady
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compliant, 24% are currently being adapted, and for the remaining 13%
continuing investigations are under way.

“Particular attention is being paid 1o ensuring. that work in progress on those
mission critical systems not yet compliant is completed in time. The underlying
infrastructure (hardware, systems software, packages) is also being verified so
as 10 ensure that it is compliant.

An inter-service group with representatives of all DGs oversees the ongoing
technical activities within the Commission, The Commission is ¢arrying out a
comprehensive review of the liability aspects of Y2K. Work is also in progress
1o cnsure that the general infrastructure (including buildings, security systems,
lifts, and alf related supplies) will not be affected by the changcover to the new
millennium. :

As regards the other European institutions, the inter-institutional committee for .
informatics (CIl) is coordinating year 2000 compliant activities so as to ensure &

common approach to the problem. The Commission has also organised a
symposium with Member Statcs and a joint conference with the Portuguese
Government to discuss the adaptation of European information systems to the
year 2000. Similar actions are planned with other Member States and for SMEs.

At the politica] level, the Commission has stimulated discussions on the Ycar
2000 in several Council mectings and has supported 'a high-level Presidency
event teld 1 in May.

On the mtcmatlonal scene, the Comm\ssxon is actively co-Operatmg with both
the G8 and the OECD, and is aiso discussing with the World Bank ways to
support developmg countries in tackling the problem. -

At an operational [evel, a mixed public/private network including officials in .

Member States and representatives of key European industrial associations has
been established and meets in Brussels periodically. It has already achieved
concrete results, such as the sharing of product self-certification approaches, the
exchange and mutuzal adoption of awareness raising material, the increased focus
on cross-border issues and the exchange of information on states of readiness -
an essential bas:s for this report.

Discussions have taken place with organisations tackling the problem in
infrastructurc sectors. These include the Joint Year 2000 Council and the Global
2000 Co-ordinating Group in the financial sector, the ITU Year 2000 Task Force
for telecommunications, EUROCONTROL, IATA, ICAO and ECAC for air
transportation, EURELECTRIC/UNIPEDE and UCPTE for energy.

Several committees and consultative groups of the Commission services
regularly examine the Year 2000 problem. Issues under review are the interfaces
between public administrations, the activities of financial sector regulators
(banks, securitids, insurance, payment systems) and of nuclear regulators,
including those in central and eastern European countries.

The Consumer Committee (a body which advises the Commission scrvices in
the management of consumer policy) has recently adopted a report based on the
findings of an ad-hoc working group. The Commmce inter alla report has
recommended: -
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e Adapting standards to the Year 2000 Problem by establishing one
standardised way of using the date function in products and services;

e Fostering consumers’ access to information on potcntial Year 2000
problems, including "self help” indications;

* Consumer information campaigns to be organised and/or supported by
public authorities at all levels (local, regional, national, European), paying
" special artention to consumers with spccial needs (because of their physical
condition and/or social situation);

e« Co-operation of public authorities and consumer organisations in the
establishment of positive and/or warping lists of Year-2000 compliant
equxpment such lists could feed a database to be published on the Intemnet;

o Scttmg a number of minimal consumer protection requirements (e.g. a one

year guarantee) for the labelling schemes used in some countries ("2000'

Ready", Year 2000 Compliant", etc.);

* Examination of typical exclusion clauses in contracts by consumer
organisations, with a view to taking legal action where appropriate.

The world-wide web site on the Year 2000 and the IT impact of the curo

(http:/fwww.ispo.cec.bely2keuro), eslablished in December 1997, has rapidly
grown to half 2 million hits per month and has becn recently voted as the best
government sntc on the subject8.

7. . CONCLUSIONS

The mformatlon available shows that progress has been made sincg the adoption

of the Communication COM(1998)102 and activities have pained momentum in

the majority of Member States. However, there are many areas of considerable '

concern where further efforts are required.

Member States have started preparations for their central administrations,
although thc level of co-ordination and monitoring is very variable.
Nevertheless, the public sector remains vulnerable: this is confirmed by the fact
that even in those countrics where preparations scem more advanced, the.
agencies in charge of monitoring progress have warned about the slow pace in
some areas and these countries have embarked on contingency planning
exercises. There is concern about whether the problem is being tackled in its
entirety, including the risks associated with embedded systems, as well as
interdependencies between administrations and interfaces with the private
sector. Furthermore, higher priority may need to be given to examining the
progress of regional, local administrations and municipalities.

The Commission suggests that cach Member State accelerates
preparations in public administrations and establishes, where they do not
yet exist, mechanisms for co-ordination and monitoring, particularly in
view of the need to disclose information to other Member States or third
countries having legitimate economic interests in that country, and their
own citizens. The readiness of local administrations and the

development of sound contingency plans represent urgent priorities.

8 Wall Street Journal, Convergence Lurope, 30 June 1998
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The financial sector is | The Commission notes the substantial progress made in the firancial sector.
making good progress | Although there is no cause for complacency and failures cannot be excluded, the

: proactive role taken by supervisors as wcll as the necessity to revise [T systems
to support the single European currency give confidence that these failures
would be limited in scale. For this to be ensured, it is cssential that the sector
pursues the industry-wide testing activities pioneered by .the Global 2000 Co-
ordinating Group, that supervisors keep institutions under close monitoring, and
that effective contingency plans are developed.

...as is the The telecommunication scctor also appears w0 be making progress, confirmed
telecommunication by the international testing which is starting to take place, although relevant
sector... supervisory bodies seem to have adopted a lower profile than those in the

financial scctor.

The [TU Year 2000 Task Force is playing 2 key role as a forum for international
co-ordination and as an information clearinghouse.

The Commission advises the relevant authorities in the
telecommunications and financial sectors (o encourage the active
participation of their industry sectors in the international Y2K mmatlves
of the ITU and Global 2000 groups respectively.

«.but much more is | Little information has been provided about the - readiness of the various
required from the | transport sectors, with the sole exception of air transport. In this case, various
transport sector... | associations of authorities and industry are stepping up their activities. The

" | .Commission- supports the efforts of ‘EUROCONTROL, which has carried out
periodic workshops on the subject and welcomes the ‘establishment of a web site
to provide information on the progress and issues in the sector._Nevertheless, .
detailed information, is lacking about the status of air traffic control systems
throughout the EU. '

Possibly because the criticality of computer systems is less manifest in therail,
maritime and road scctors, only very few Member States have reported that
they monitor progress and there is no evidence of cross-border co-ordmatmn
and information exchange.

The Commission recommends that information about the readiness of
air, rail, maritime and road transport sectors is made available and
exchanged between Member States.

Among the various infrastructures, the situation in the energy sector causes
most concern. Only four Member States provided information about the sector
as a whole and mentioned the situation in respect of encrgy transport networks.
Where Y2K projects are known to exist, the tight deadlines and lack of
demonstrable results make it difficult to judge whether preparations are
sufficient. '

Although Member States' regulators and more recently, the OECD's Nuclear

Energy Agency, are aiready taking steps as far as nuclear power generatlon is

concerned, given the strong concerns regarding safety these actions should be

more visible and there is a need to continue information exchanges with
" regulators in CEEC and NIS.
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In view of the flows of encrgy between neighbouring countries, the
Commission urges relevant authorities in the Member States to monitor
more closely the progress in this sector, to claboratc contingency plans
and to exchange information with their counterparts in other Member
- States as necessary. Given the reievance of the sector for the entirc
economy, such information should be publicly disclosed.

It should be noted generally for all sectors that if regulators do not know the
status of the underlying infrastructure, then they are not capable of judging
whether any particular scctor is in good shape. The mutual dependency
between infrastructures has led the UK (o create a national infrastructurc
working group, where the financial, gas water, telecommumcatlons and encrgy
sectors are all represcntcd

Most governments in Member States have taken measures to help the private
sector with awareness and positive actions. In some cases this has led 10 the
establishment of Year 2000 task forces or platforms with joint public/private
participation. The Commission welcomes these initiatives and recognises that
there is no single model that applics to all countries in view of their diversity in
terms of economic and public administration structures. {{owever, it is clear that
where no such central platfoi'm exists, the collection and dissemination of
information is severely hampered,

Increasing emphasis “will be placed in the coming year on information.
disclosure.-Often it is better to have information that problems cxist but that
they are being addressed than to have the uncertainty created by a total-lack of
information. Bemg scen to be doing something will become almost as important
as actually doing it, and vague, unsupported statements that projects simply exist
and will deliver on schedule will start to be challenged.

If there is onc area in which EU countries can generally be considered to be
lagging bechind their counterparts in countries such as the US, Canada, and
Australig, it is in the recognition of the need for governments and infrastructural
sectors to disclose information on their own progress. :

With the volume of requests for information projected to increase substantially
in 1999, it becomes vital to reduce the significant reporting burden on
organisations by promoting greater commonality in information gathering and:
disclosure, as well as in assessment and verification. Audits or reviews
conducted by trading partners or customers may be more valuable than those of
external Y2K consultants '

. The Commission proposes that further efforts in this direction focus on:

e improving information to consumers and preserving public
confidence;

e promoting, in full respect of the Treaty, the co-operation between
“enterprises within and between sectors;

e encouraging the disclosure of information about the Year 2000
readiness of products, scrvices and enterprises themselves.

The State of Country Readiness Matrix reporting templates developed
by the Global 2000 Co-ordinating Group for the financial sector can be
used to record the readiness of any industry sector, including individual
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organisations. The Commission advocates that this standard should be
adopted by all EU industry sectors and governments without existing
standards, as a basic transparent and consistent information’gathering
and reporting tool. The use of this reporting should form part of a
country-wide strategy for communicating readiness, tracking progress,
- and promoting confidence.

Contingency planning | One of the conclusions of the recent symposium on the adaptation of systems to
must become a priority | thc curo, which took place on the 27t July in Portugal, was a proposal for the
issue | Commission to hold, under the presidency of the Council, a mceting in May
1999 with Member States to exchange and co-ordinate contingency plans

regarding the adaptation of public sector IT systems to the year 2000. -

The Commission cmphasises the need for all organisations to assess the
risks posed to their business operations and to put in place contingency
plans. In particular, efforts should be made to raise the awareness of

SMEs on the importance of planning for the continuity of thelr
businesses.

Contingency planning should also consider the consumer situation and
envisage all appropriate measures to prevent any harmful consequence
to the health, safety and economic interests of consumers, as well as the
need to provide them with adequate information.

1999 - the year of | It is cl-ear that 1999 will be an extremely busy year. Faced with an immovable
prioritisation, external | deadline, organisations will concenfrate their efforts on their most business
: Jocus... | critical systems. The focus will gradually shift from ensuring the compliance of

internal systems to verifying the compliance of partners, suppliers, customers,-
governments, and infrastructures.

...widespread testing to | For the vast majority of organisations, which will not have completed their
demonstrate adaptation work during 1998, 1999 will be a year of internal, bilateral, national,
compliance... | cross-sectoral, and international - testing to demonstrate compliance. Co-
opetative “proxy” testing is mow being considered to minimise the effort
required by individual companies by reducing their need: to test with alt their .
-partners. Currently, forerunners are facing delays and many will find this testing
morc onerous and expensive than initially foreseen.

The experience of the tclecommunications and financial scclors has shown that
external testing is rarcly beneficial in terms of discovering actual Y2K problems.
Since thorough internal testing is a prerequisitc for external trisls, and
organisations are awarc of the bad publicity ‘which could be created by poor
results, such tests are invariably highly successful. These tests are the most
complex ever attempted and expensive in both time and resources - and may
well fail due to reasons apart from the YZK effect,

...aukliting results and | Regulators wiil begin to conduct audits and on-site investigations to verify

minimising risks. | claims. Great pressure will be placed on thosc who have not demonstrated their
compliance towards the end of the year, when rcgulators may be obliged to
revoke licenses and banks may remove credit facilitics from customers whom
they consider to represent unacceptable risks. Large companies will reduce their
reliance on unprepared suppliers. :
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The Commission recognises the difficulty of organising such tests but
believes that strategic external testing will become vital in 1999,
primarily to reassure the public, partners, custotners and suppliers.

European organisations should actively participate in global testing
initiatives, and national testing days in critical sectors should be planned
where possible. Countries and industrics must work together on a
common approach and planning for testing activities. -

Finally, the Commission also proposes that an ad-hoc Council Working Group
on this-topic should be established immediately. The Commission suggests that
the role of this group would be to co-ordinate policy activities and identify
priorities, generally providing a greater focus and drive in the short time left to
take action. -

The Year 2000 problem is a major challenge for businesses, citizens and
. administrations within the European Union and the world as a whole. Although
the deadline is approaching and some areas and sectors of the Union appear to
be less prepared than would be desirable, there is still time to cope with the most
critical systems and to plan for contingencies.
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